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Risk Management Basics

Risk Management  Confidence and Control

– Understanding risks and their impact on the organization

– Deciding how to respond to risk

Goal: Manage risks to an acceptable level

Generally 4 risk response options
– Avoidance: A business decision to eliminate the risk

– Mitigation: A business decision to manage the risk

– Acceptance: A business decision to ignore the risk

– Transfer: A business decision to ”outsource” the risk to a third party
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Enterprise Risk Management (ERM)

A structured approach to:
– Quantify risk in a consistent manner across the organization

– Establish risk appetite and risk tolerance across the organization

– Identify and prioritze risk-mitigating controls

– Establish a system of record in response to risk and compliance

ERM Combines Governance, Risk and Compliance

”A process, effected by an entity’s board of directors,
management and other personnel, applied in strategy
setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage
risks to be within its risk appetite, to provide reasonable
assurance regarding the achievement of entity
objectives” - COSO ERM www.coso.org

http://www.coso.org/
http://www.coso.org/
http://www.coso.org/
http://www.coso.org/
http://www.coso.org/
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Risk Concepts and Definitions

Risk

The combination of the 
likelihood and impact of an 

event, which has an 
influence on achieving 

organization's objectives

Assessment 

Determining the likelihood 
and potential severity of 

identified risks.
Determining the validity of 

established controls

Regulation

Binding or non-binding 
restrictions enforced by 
governments or other 

regulatory bodies

Risk Management 

Integrated framework for 
managing organization-
wide risks in order to 

maximize organization’s 
value

Compliance

Systems to ensure that 
organizations are aware 
and comply with relevant 

laws and regulations
Controls

Specific set of policies, 
procedures and activities 
designed to monitor and 

mitigate risks

Audit 

An independent, 
objective assurance and 

consulting activity 
designed to help 

organizations accomplish 
objectives by bringing a 
systematic, disciplined 
approach to evaluate 

and improve the 
effectiveness of risk 

management, control, 
and governance 

processes.
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Why Risk & Compliance Management?

Industry-Specific:
Basel II, FDA,

FERC, FAA

Non-
Binding:
ISO 9000, 
ITIL

Governmental:
SOX, J-SOX etc.

Geo-Political
Factors

Natural
Disasters

Reengineering

Outsourcing Globalization

Joint Ventures

Investor
Demands

External forces:
Opportunities and threats

- Political environments
- Economic environments
- Regulatory environments

Internal forces:
Meeting the challenge

- More dynamic & complex business
- More distributed business

Increased
Competition

Environment
Protection

Risk & Compliance Drivers Are Becoming Stronger!
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Examples
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What are The Common Challenges?

Risk and compliance are managed reactively

Risk and compliance are managed in functional silos

Lack of a systematic approach for the whole organization

Multiple regulations are overlapping, causing duplicate work

Regulations and business operations change constantly

Risks are viewed as threats, not as opportunities

 Reacting in an isolated way to each and every risk and 
regulation is inefficient and is becoming a huge cost driver

 Management cannot obtain a clear view of risks, 
compliance and the status of internal control: hampers 
decision making , unable to solve the problem.
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How to Turn Risks into Opportunities?

Proof
- Demonstrate it to
auditors, managers, 
investors, insurers

etc.

Preparedness
- Active follow up

- Insight in response 
strategies

- Complete, up-to-date 
overview

Awareness
- Common understanding

- Periodically identify
- Ensure risks are assessed 

across the organization
- Risk communication

 Improve decision making on all organizational levels

 Anticipate events in order to gain from them or prevent 
losses

 Improve stakeholder confidence (investors, insurers)

 Comply with all regulations (avoid legal action)
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QPR RMC Platform 
Business Benefits

Provides an organization-wide solution to manage and comply with a multitude of 
RMC imperatives in a unified and efficient way

Risks Regulations

Business
Processes

Strategy & 
Performance

Makes risk identification and communication easier
Provides a commonly understood view of strategy,

objectives, tasks, processes  context for risk identification

Improves strategic and operational decision making
Promotes risk-awareness

Provides a strong driver for continuous process 
improvement
Driven by risks, regulations, strategic direction and performance

measurement

Reduces the cost of compliance and audits
Offers a single point of access to all risk & compliance related

information

Integrating risk management with strategy, 
performance and business process management:
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Applying CPM and BPM for RMC

Risk Management & Compliance

A process-oriented control framework for 
managing risk & compliance Risk 

Measurement

Enterprise Risk 
Management

Risk Identification and 
Documentation
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QPR Risk & Compliance Management 
Cycle

Identify & Assess Risks & 
Regulations

- Identify & classify 
- Determine likelyhood & impact

- Rank their importance
- Decide which to accept, transfer, 

reduce or eliminate

Implement Policies & Controls

- Risk planning 
-Make process changes

& additions
- Document

- Communicate

Monitor & Report

- Schedule risk assessments 
& control checks
- Capture results

- Report

Enterprise Risk 
Management 
Dashboard

measure
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Capturing all the Risks that are Relevant

Chief Risk Officer

What are all 
the risks we 

need to 
address?

We could be in 
trouble if...

Process Organization 
Entities

We know the 
business, but 
what risks are 

relevant?

Functional Organization
Entities

Regulators

CEO / Executives

RMC Platform

Business risks

Compliance risks

Get everyone involved and facilitate effective identification of relevant risks

Objectives

Processes

Strategy

Regulations

Make sure 
you comply

Make sure we 
are in control
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Assess & Evaluate Risks Your Way!

Assign impact and 
likelyhood scores

Categorize, rank and 
allocate

Decide which to 
accept, transfer, 

reduce & eliminate

Capture and document risks in a way that best suits your organization in order to

increase awareness and facilitate an effective, cost-efficient auditing process

Probability 
settings are risk-

specific

I need complete 
freedom in 

choosing impact 
measurement

Our business 
requires a specific 

way of categorizing 
risks

It would be great if 
we can allocate 
risks in multiple 

ways
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You have one year

Get a Clear View of How all New 
Identified Risks are being Addressed

Auditor Chief Risk Officer

We need to 
take action

QPR Portal Control Activities

Monitor progress: Make sure you are on track with control implementation

Actions logging: Have a central point of access to all control actions
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Communicate Risks and Controls 
Effectively

Add risks and controls to 
the process maps

Adapt processes where 
needed

Communicate to the 
relevant people to ensure 
awareness

Review previously added 
risks and identify new ones

risk / control reuse

Provide everyone with a clear understanding of what falls under their responsibility 
and what policies & procedures to follow to ensure compliance

One tool that 
addresses all the risks 

and controls I am 
accountable for
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Get a Complete and Up-To-Date Overview 
of the Status of Risks and Controls

An up-to-date and 
complete overview of 

all risk and 
compliance 
information

Risk Dashboards for 
SOX, Learning & 

Growth, Production, 
Environment, 

Occupational Health

Analysis, filtering, drill-
down... effectively 

assess the overall risk 
& compliance profile

I now know exactly 
what I am accountable 

for and get alerted 
when there’s a 

problem

Chief Risk Officer

Functional Managers CEO & Management Board

Obtain the ability to react fast and appropriately to events and the confidence that 
things are under control
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Maintain a Reliable Foundation for 
Decision Making and Internal Control 

Optimize the organization’s capability to generate value for its’ stakeholders

AuditorInvestors

Is this 
organization in 

control?

CEO

We’re in control, 
we’re up-to-date 

and we can prove it

Chief Risk Officer

I get alerted to 
perform my risk 

and control 
assessments

I can comment, 
share ideas and 
launch actions 
for improving 

controls  

Can I trust this 
information? CONFIDENCE

All issues addressed appropriately
All activities logged

Employee

Employee
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QPR RMC Solution Demo

Demo model available from www.qpr.com/qpr-rmc-solution.html
”Try Out QPR Risk Management Online”

http://www.qpr.com/qpr-rmc-solution.html
http://www.qpr.com/qpr-rmc-solution.html
http://www.qpr.com/qpr-rmc-solution.html
http://www.qpr.com/qpr-rmc-solution.html
http://www.qpr.com/qpr-rmc-solution.html
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QPR Benefits

Reduction of the costs associated with RMC activities

Always a clear, complete and up-to-date overview of your 
business processes, risks and controls

Get everyone involved: Integrate RMC into the business

Facilitate effective reporting to management and auditors

Easy to use: Focus on the business user

Fast to implement

 Lift RMC from being a set of tactical, ad-hoc 

initiatives to becoming a strategic advantage
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QPR RMC Software Benefits All 
Employees

Business executives can monitor the state or risk and compliance to 
drive strategic direction

Risk and compliance officers can be successful in the day-to-day 
management of risk and compliance by ensuring it’s integrated within 
processes

Internal and external auditors obtain up-to-date reports and can 
review follow-up activities for identified non-conformancies

Business unit and process managers can answer to risk and control 
assessments and monitor the state of risk and compliance in their own 
area

Employees, contractors, consultants & temporary workers have a 
convenient way of becoming aware of policies and compliance issues

Business partners can participate in conducting contract and control 
assessments
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