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QP Risk Management Basics

Risk ManagementA Confidence and Control

I Understanding risks and their impact on the organization
I Deciding how to respond to risk

Goal: Manage risks to an acceptable level

Generally 4 risk response options

I Avoidance: A business decision to eliminate the risk

I Mitigation: A business decision to manage the risk

I Acceptance: A business decision to ignore the risk

i Transfer: A business decision to
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QP Enterprise Risk Management (ERM)

A structured approach to:

I Quantify risk in a consistent manner across the organization

I Establish risk appetite and risk tolerance across the organization
I Identify and prioritze risk -mitigating controls

I Establish a system of record in response to risk and compliance

ERM Combines Governance, Risk and Compliance

0 Aprocess , effected by an e nt i board sof directors
management and other personnel, applied in strateqgy

setting and across the enterprise , designed to identify
potential events that may affect the entity, and manage
11sks to be within its risk appeltite , to provide reasonable

assurance  regarding the achievement  of entity

objectives 0 - COSOERMwww.coso.0rq
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QP Risk Concepts and Definitions

Risk Assessment

Determining the likelihood

The combination of the . :
and potential severity of

likelihood and impact of an ] e ;
vt wich s e W |
Influence on achieving established controls Integrated framework for

organization's objectives managing organization-

wide risks in order to
Regulation Audit maxi mi ze organi
value
Binding or non-binding
restrictions enforced by
governments or other
regulatory bodies

An independent,
objective assurance and
consulting activity
designed to help
organizations accomplish
objectives by bringing a
systematic, disciplined
approach to evaluate
and improve the
effectiveness of risk
management, control,
and governance

processes.
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Compliance

Systems to ensure that

organizations are aware

and comply with relevant
laws and regulations

Controls

Specific set of policies,
procedures and activities
designed to monitor and

mitigate risks



QP Why Risk & Compliance Management?

Governmental:

SOX, 3SOX etc.

Non -

Binding: , , : Industry -Specific:
1SO 9000, " Reengineering - Basel Il, FDA,
ITIL / ~ R b FERC, FAA

Increased A Environment
Competition I Outsourcing Globalization ‘ Protection

y

Geo-Political " Joint Ventures Natural
Factors ‘ Disasters

External forces: Internal forces:

Opportunities and threats Meeting the challenge
- Political environments - More dynamic & complex business
- Economic environments - More distributed business

- Regulatory environments

Risk & Compliance Drivers Are Becoming Stronger!
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Indian rail to get big investment

& Printable version

India's giant state-run
railway network is to get an
$56bn (£28.5bn) investment
programme over the next
five years.

The announcement by Railways
Minister Lalu Prasad Yadav
came as he unveiled the
railway's budget for 2008/2009.

vorld's

il network is the v

India's rai

larges
Indian Railways, which operates the world's largest train
network, will see the money spent on new routes, better
safety and other improvements.

For the current financial year ending March, the network will
post a cash surplus of $6.3bn.

This figure represents a continuing turnaround for the
network's financial performance, after it was threatened by
bankruptcy in 2001.

e economic contribution




