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What is Enterprise Risk Management?

COSO ERM

A process, effected by an entityôs board of directors, 
management, and other personnel, applied in strategy setting 
and across the enterprise, designed to identify potential 
events that may affect the entity, and manage risks to be 
within its appetite, to provide reasonable assurance regarding 
the achievement of entity objectives.

Nice definition......but what does it mean??
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Enterprise Risk Management

A process...

ïWorks at all levels of the organization

ï Integrated in the business

ïNot executed by a single risk management team!

ïMakes a meaningful contribution to the bottom line
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Enterprise Risk Management

...effected by an entityôs board of directors, management, 
and other personnel,

ïStarts at the board and driven down through the organization

ï Implicit: Everyone has an understanding of ERM and how it can be 
used to best effect

ïExplicit: People must be clear about their responsibilities and how they 
have addressed threats and opportunities
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Enterprise Risk Management

...applied in strategy setting and across the enterprise,

ïNo longer focuses just on safety and security!

ïBut becomes part of setting overall strategy and future direction

ïStarts at the top and filters itsô way down through the enterprise
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Enterprise Risk Management

...designed to identify potential threats that may affect the 
entity,

ïNot just learning from past risk events and learning from them!

ïNot just anticipating problems and implementing contingency plans!

ïBut also looking forward, identifying potential events and managing 
the concept of uncertainty:

ïDeciding what events need to be òmanagedò (reducing impact and 
likelihood)

ïDeciding on the best, most cost-effective approach of doing this.



© QPR Software Plc© QPR Software Plc

Enterprise Risk Management

...and manage risks to be within its risk appetite,

ïHow much risk is the organization

willing to take?

ïHow to make sure all business units,

departments, managers and personnel

adhere to this?
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Enterprise Risk Management

...to provide reasonable assurance regarding the 
achievement of entity objectives.

ïContain the bad risks

ïExploit challenges to good effect

ïNo guarantees..

ï Improve the chances of success in achieving organizational objectives
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Enterprise Risk Management (ERM)

A structured approach to:
ï Quantify risk in a consistent manner across the organization

ï Establish risk appetite and risk tolerance across the organization

ï Identify and prioritze risk -mitigating controls

ï Establish a system of record in response to risk and compliance

ERM is part of the entire business

Led by the board

Part of high-level strategy setting

Looks to the future and welfare of the business

Risk is handled to an extend that seems right and proper

We understand we can never be certain of achieving all our goals

But we can assure others that we understand the risks to our 
business and that we taking all reasonable steps to handle the risk 
of not being successful
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ERM Standards

Frameworks that provide guidance for successful Risk 
Management

Compare: BSC, EFQM, Malcolm Baldridge for CPM

Available frameworks:
ïCOSO ERM

ïAS/NZ 4360

ï IRM Risk Management Standard

ï ...

COSO widely accepted as òde-factoò ERM Standard
ïStrong focus on internal control and risk avoidance / reduction

ïAcceptance mostly driven by Sarbanes Oxley Law: Internal Control
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COSO ERM -framework

Risk components

Risk Management Objectives
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ERM Risk Management Objectives

Strategic Risks
ï Manage risks related to organizations strategic

objectives and critical success factors

Operations-Level Risk
ï Manage òevery-dayò operations risks

ï Categories like: organization & management related, information security, 
production, process, profitability, business interruption, project activity, contract 
liability, crisis situation and illegal acts.

Reporting 
ï Ensure the (financial) reporting is accurate

Legal and Regulatory Compliance
ï Ensure the company operates according to laws and regulations
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COSO ERM ïComponents

Internal Environment

Objective Setting

Risk Event Identification

Risk Assessment

Risk Response

Control Activities

Information & Communication

Monitoring
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Risk Appetite

Expected returns

Risk Level

Catastrophic

Major

Moderate

Minor

Insignificant

Extremely highHighLowNone Moderate

Gambling

Opportunistic
businessesCore Competence

based Businesses
Waste of
resources

Monopoly or Illusion

Foolishness

Expected returns are basically the Net Present Value (NPV) 

of the investment.
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Risk Identification

Events, that have an effect on set objectives (startegic, 
operations, reporting and compliance)
ïExternal

ï Internal

Identification in practice
ïEvent inventories (build a òlessons learnedò or òknowledge baseò)

ïWorkshops: òwhat would happen ifò scenarios

ïInterviews: employees, customers, exiting/exit employees

ïProcess descriptions: process flow analysis

ïPerformance management-based risk identification, e.g. No. of stock 
outs, no. of IT system intrusion events, no. of equipment failures etc.

Usually done once per year
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Risk Assessment

Impact = estimated financial impact if the risk takes place

ïExamples: profit effect: -100Mú, -10Mú, -1Mú

Likelihood = probability that the risk will occur

ïExamples: bi-monthly, bi -yearly, once per several decaded

Risk Factor = Impact x Likelihood

Medium High Critical

Low Medium High

Low Low Medium

Impact

Low Medium High

Likelihood

Low

Medium

High
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Risk Response

First prioritize the identified & assessed risks

Selection of appropriate risk response
ïAvoidance - sell the business, leave country, stop the product 

line

ïReduction ïactivities to mitigate and reduce the risks

ïSharing ïpurchase insurance

ïAcceptance ïòdo nothingò
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Control activities

Define the control activitities for identified risks and make 
sure they are carried out

Project management / Follow-up for activities ïwhat has 
been done and what needs to be done in the future

Testing of on-going control activities (so called òcontrolsò)
ïDoes the control actually have an effect to limit risk

ï Is the control actually in use

Law & regulations may require that some controls are 
tested periodically (for example SOx and yearly inspections). 
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Effect of control activities
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Organizational levels

Corporate level
ïCommon risks => process in all levels

Unit/departnment
ïOwn operational risks

ïConsolidate to corporate level

Subsidiaries & sub-contractors
ïAuditing etc.

Ą Risk Management needs to be executed 
on all organizational levels
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Risk Concepts and Definitions

Risk

The combination of the 
likelihood and impact of an 

event, which has an 
influence on achieving 

organization's objectives

Assessment 

Determining the likelihood 
and potential severity of 

identified risks.
Determining the validity of 

established controls

Regulation

Binding or non-binding 
restrictions enforced by 
governments or other 

regulatory bodies

Risk Management 

Integrated framework for 
managing organization-

wide risks in order to 
maximize organizationôs 

value

Compliance

Systems to ensure that 
organizations are aware 

and comply with relevant 
laws and regulations

Controls

Specific set of policies, 
procedures and activities 
designed to monitor and 

mitigate risks

Audit 

An independent, 
objective assurance and 

consulting activity 
designed to help 

organizations accomplish 
objectives by bringing a 
systematic, disciplined 
approach to evaluate 

and improve the 
effectiveness of risk 

management, control, 
and governance 

processes.
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Examples


