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QP What is Enterprise Risk Management?

COSO ERM

A process, effected by an entity
management, and other personnel, applied in strategy setting

and across the enterprise, designed to identify potential

events that may affect the entity, and manage risks to be

within its appetite, to provide reasonable assurance regarding

the achievement of entity objectives.

Nice definition...... but what does it mean??
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QP Enterprise Risk Management
A process...

I Works at all levels of the organization

I Integrated in the business

I Not executed by a single risk management team!
I Makes a meaningful contribution to the bottom line
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QP Enterprise Risk Management

el fected by an entityos b
and other personnel,

I Starts at the board and driven down through the organization

I Implicit: Everyone has an understanding of ERM and how it can be
used to best effect

I Explicit: People must be clear about their responsibilities and how they
have addressed threats and opportunities
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QP Enterprise Risk Management
...applied in strateqgy setting and across the enterprise,

I No longer focuses just on safety and security!
I But becomes part of setting overall strategy and future direction
I Starts at the top and filters 11ts
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QP Enterprise Risk Management

...adesigned to identify potential threats that may affect the
entity,

I Not just learning from past risk events and learning from them!
I Not just anticipating problems and implementing contingency plans!

I But also looking forward, identifying potential events and managing
the concept of uncertainty:

i Deci ding what events need to be
likelihood)

I Deciding on the best, most cost-effective approach of doing this.
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QP Enterprise Risk Management
...and manage risks to be within its risk appetite,

I How much risk is the organization
willing to take?

I How to make sure all business units,
departments, managers and personnel
adhere to this?
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QP Enterprise Risk Management

...1o provide reasonable assurance regarding the
achievement of entity objectives.

i Contain the bad risks

i Exploit challenges to good effect

I No guarantees..

i Improve the chances of success in achieving organizational objectives
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QP Enterprise Risk Management (ERM)

A structured approach to:

Quantify risk in a consistent manner across the organization
Establish risk appetite and risk tolerance across the organization
|dentify and prioritze risk -mitigating controls

Establish a system of record in response to risk and compliance

1
'
-l
ERM is part of the entire business

Led by the board

Part of high-level strategy setting

Looks to the future and welfare of the business

Risk is handled to an extend that seems right and proper

We understand we can never be certain of achieving all our goals

But we can assure others that we understand the risks to our
business and that we taking all reasonable steps to handle the risk
of not being successful
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QP ERM Standards

Frameworks that provide guidance for successful Risk
Management

Compare: BSC, EFQM, Malcolm Baldridge for CPM

Available frameworks:
i COSO ERM

i AS/NZ 4360

I IRM Risk Management Standard

|

COSO widely adaeptoedod EaRIM Sd et

I Strong focus on internal control and risk avoidance / reduction
I Acceptance mostly driven by Sarbanes Oxley Law: Internal Control
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QP COSO ERM -framework

Risk components

Risk Management Objectives
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QP ERM Risk Management Objectives
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Strategic Risks

I Manage risks related to organizations strategic
objectives and critical success factors

Operations-Level Risk

i Manage -dayergperations risks

i Categories like: organization & management related, information security,
production, process, profitability, business interruption, project activity, contract
liability, crisis situation and illegal acts.

Reporting

i Ensure the (financial) reporting is accurate

Legal and Regulatory Compliance
I Ensure the company operates according to laws and regulations
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QP COSO ERM1 Components

Internal Environment
Objective Setting

Risk Event Identification
Risk Assessment

Risk Response

|\ avhdisaney N

Control Activities
Information & Communication

Monitoring
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QP Risk Appetite

Risk LeveI

Catastrophic

Major .
Opportunistic
businesse

Moderate Core Competence

based Businesses
Minor
Insignificant Monopoly or lllusion

>
None Low Moderate  High Extremely high

Expected returns

Expected returns are basically the Net Present Value (NPV)
of the investment.
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QP Risk ldentification

Events, that have an effect on set objectives (startegic,
operations, reporting and compliance)

I External

I Internal

|dentification in practice

i Event i nventories (build a ol esso
i Workshops: owhat would happen i fo
I Interviews: employees, customers, exiting/exit employees

I Process descriptions: process flow analysis

I Performance managementbased risk identification, e.g. No. of stock
outs, no. of IT system intrusion events, no. of equipment failures etc.

Usually done once per year
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QP Risk Assessment
Impact = estimated financial impact if the risk takes place
I Examples: profit effect: -100Md, -10Ma, -1Mu

Likelihood = probability that the risk will occur
I Examples: brmonthly, bi-yearly, once per several decaded

Risk Factor = Impact x Likelihood

_ Medium  High
High

A L Medi High
leellhOOd Medium oW edium Ig
Low Low Medium
Low
Low Medium High
Impact
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QP Risk Response

First prioritize the identified & assessed risks

Selection of appropriate risk response

I Avoidance - sell the business, leave country, stop the product
line

I Reduction 71 activities to mitigate and reduce the risks
I Sharing T purchase insurance
I Acceptance To0do not hingo
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QP Control activities

Define the control activitities for identified risks and make
sure they are carried out

Project management / Follow-up for activities T what has
been done and what needs to be done in the future

Testingofon-goi ng contr ol activiti
I Does the control actually have an effect to limit risk
I Is the control actually in use

Law & regulations may require that some controls are
tested periodically (for example SOx and yearly inspections).
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QP Effect of control activities

Initial
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QP Organizational levels

Corporate level
I Common risks => process in all levels & s

Unit/departnment
I Own operational risks
I Consolidate to corporate level

Subsidiaries & sub-contractors
I Auditing etc.

A Risk Management needs to be executed
on all organizational levels
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QP Risk Concepts and Definitions

Risk Assessment

Determining the likelihood

The combination of the . :
and potential severity of

likelihood and impact of an ] e ;
o, which has e W |
Influence on achieving established controls Integrated framework for

organization's objectives managing organization-

wide risks in order to
Regulation Audit maxi mi ze organi
value
Binding or non-binding
restrictions enforced by
governments or other
regulatory bodies

An independent,
objective assurance and
consulting activity
designed to help
organizations accomplish
objectives by bringing a
systematic, disciplined
approach to evaluate
and improve the
effectiveness of risk
management, control,
and governance

processes.

© QPR Software Plc QPR - Quality. Processes. Results.

Compliance

Systems to ensure that

organizations are aware

and comply with relevant
laws and regulations

Controls

Specific set of policies,
procedures and activities
designed to monitor and

mitigate risks
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QP What are The Common Challenges?

Risk and compliance are managed reactively

Risk and compliance are managed in functional silos

Lack of a systematic approach for the whole organization
Multiple regulations are overlapping, causing duplicate work
Regulations and business operations change constantly

Risks are viewed as threats, not as opportunities

A Reacting in an isolated way to each and every risk and
regulation is inefficient and is becoming a huge cost driver

A Management cannot obtain a clear view of risks,
compliance and the status of internal control: hampers
decision making , unable to solve the problem.
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il
QP How to Turn Risks into Opportunities?

Improve decision making on all organizational levels

Anticipate events in order to gain from them or prevent
losses

Improve stakeholder confidence (investors, insurers)

> > > >

Comply with all regulations (avoid legal action)
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Il QPR RMC Platform
Business Benefits

Integrating risk management with strategy,
performance and business process management:

i Makes risk identification and communication easier
Provides a commonly understood view of strategy,
objectives, tasks, processesA context for risk identification

i Improves strategic and operational decision making
Promotes riskawareness

Strategy &
ul Provides a strong driver for continuous process Performance
Improvement
Driven by risks, regulations, strategic direction and performance
measurement

il Reduces the cost of compliance and audits
Offers a single point of access to all risk & compliance related
information

Provides an organization -wide solution to manage and comply with a multitude of
RMC imperatives in a unified and efficient way
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QP Applying CPM and BPM for RMC
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QP Risk Management & Compliance Cycle

Identify & Assess Risks &
Regulations

/ - Identify & classify “"‘\
- Determine likelyhood & impact \_f
- Rank their importance

- Decide which to accept, transfer,
reduce or eliminate 7 /

Enterprise Risk
Management
Dashboard

Monitor & Report Implement Policies & Controls

\y [

/ - Schedule risk assessments v k Risk planm;\g
& control checks S -Ma eg?roggis changes
- Capture results adaitions

- Document
- Report .
P - Communicate
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QP Solution areas defined

Risk
Identification

Support for the
identification and
classification of
risks & regulations
across the
organization

How do we make
sure that we
capture all the
risks that are
relevant to our
business?
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Risk Assessment

Support for the
assessment of
likelihood and
impact,
categorization and
allocation of risks

How do we make
sure that
managing risks
becomes part of
the way we
manage our
business?

Monitoring and
Reporting

Support for the
gathering of
information for
analyzing and
reporting on the
state of risks and
controls

How do we
effectively
monitor our risk
& compliance
profile and
ensure effective
follow -up?

urn - uuality. Processes. Results.



